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Today’s cyber landscape has become a matter of
‘when’ not ‘if’ a cyber breach will affect your
organization

Kevin Mandia — CEO. FireEye
Introduction to The Executive’s Breach Response Preparedness

Playbook




The pandemic is no longer seen as a top risk for European CEOs in 2022.

Of the following political, social, and economic risks, which three do you expect will have the greatest impact on your business in 2022?

[#1 for

Cybersecurity threats/regulations

]

Ensuring health, wellness, and safety for employees/customers

Poor COVID-19 vaccination rates and/or new variants

Operations resiliency (e.g., supply chain risk)

[ #1 for

Talent skills gap

Changing environmental targets/regulations

Political risks, government interventions, and trade tensions
Digital transformation execution gaps

Addressing new data sharing and compliance regimes

Changing global tax structures
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Sources: IDC's Worldwide CEO Survey, December 2021 (n = 103 European respondents); IDC's Worldwide Security Spending Guide, July 2021

The pandemic no longer seems to keep
European CEOs awake at night. The biggest
threat for 2022 is related to cybersecurity
challenges and related regulations: first,
because cybersecurity is a cornerstone of the
European Commission's plans for a digital
Europe, and second, because the rise in
cyberattacks during the pandemic showed
how crucial it is to invest in protecting more
vulnerable organizations such as hospitals
from such attacks. In the U.S., a talent skills
gap is the greater threat for CEOs, linked with
the Great Resignation movement and the
related talent shortages.

This is reflected in fast spending growth:
European IT security spending is expected
grow 8.5% year over year, reaching €35
billion in 2022.




Threat Landscape as per ENISA * > ¢
Top 9 (October 2021) * %
enisa
1. Ransomware * n’
EUROPEAN
2. Malware ) ¢ > UNION AGENCY
3. Cryptojacking * > { FOR CYBERSECURITY
4. E-mail related threats
5. Threats against data (this category encompasses data breaches/leaks)
6. Threats against availability and integrity
7. Disinformation — misinformation
8. Non-malicious threats (mostly human errors and system misconfigurations)
9. Supply-chain attacks

Source: https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021 E
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Insurer AXA hit by ransomware after dropping support for ransom

Ransomware and data breaches are a major problem payments

By Ax Sharma May 16, 2021 12:24 PM []
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DarkSide extracts $4.4m ransom from German
chemical distribution company

Computer giant Acer hit by $2 NEws 15 May 2021

By Lawrence Abrams
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Hackers Breached Colc e el <y
Compromised Passwot
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Over 4,000 attacks daily 19-day average downtime Average total cost of a data Average total cost of
(source: FBI) (source: Coveware) breach: $ 3.86M remediating $1.85M
: Soph

Cost per lost record: $ 150 (source: Sophos)
US organizations lost Average size of a data breach:
more than 25,575 records

$7.5 billion in 2019

(source: Emsisoft)

Source: https://www.blackfog.com/the-state-of-ransomware-in-2021/#May E



https://www.blackfog.com/the-state-of-ransomware-in-2021/#May
https://www.sophos.com/en-us/press-office/press-releases/2021/04/ransomware-recovery-cost-reaches-nearly-dollar-2-million-more-than-doubling-in-a-year.aspx
https://www.coveware.com/blog/q3-2020-ransomware-marketplace-report
https://blog.emsisoft.com/en/36534/state-of-ransomware-in-the-us-report-and-statistics-for-q1-and-q2-2020/
https://www.fbi.gov/file-repository/ransomware-prevention-and-response-for-cisos.pdf

Ransomware: Main actions to reduce risks

Ransomware risk
and process
Assessment

Vulnerability ManagementData Protection

Authentication
Identity management

Key vaulting

Multiple, offline and vaulted backup
copies

Immutable backup

Access control

Effective and fast recoveries
Reducing data loss gap

Database Encryption
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Maintain &
Monitor

* Maintenance

Patching
* Auditing




Security starts with
your data...




How Do “bad guys” steal our Data?

Exploit Database

Attack Users

Target Data
Copies

Dev/Test
DWH/DL

Backups/DR

Bypass Database

Database Clones
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Identity is Crucial for the Hybrid Enterprise
Zero trust security is driving identity as a key resource
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Security paradigm shift - Where are my assets?

Can organizations still be secure?

Hybrid Cloud Strategies

% of enterprise respondents with hybrid strategy

m One public & one private One public & multiple private

m Multiple public and one private m multiple public and multiple private

Source: Flexera 2021 State of the Cloud Report



https://info.flexera.com/CM-REPORT-State-of-the-Cloud

#1

Shared responsibility for security
Can cause confusion over roles and responsibilities

Devices & Things Users Content Applications Infrastructure

Cloud Service Providers

Customer

“Through 2025, more than 99% of cloud breaches will have a root cause of preventable
misconfigurations or mistakes by end users”

Gartner

(Gartner®, Hype Cycle™ for Cloud Security, 2022, Tom Croll, Jay Heiser, 27 July 2022.

GARTNER and HYPE CYCLE are registered trademark and service mark of Gartner, Inc. and/or its
affiliates in the U.S. and internationally and are used herein with permission.

All rights reserved.)




What Does it take to Secure your Assets Today?

Too Complex...

78 percent of organizations use more
than 50 discrete cybersecurity products
to address security issues

37 percent use more than 100
cybersecurity products.

e The large number of security products used by
organizations drives up complexity and integration
costs.

* Organizations want vendor consolidation to
simplify operations and reduce overall costs.

#2

83% of Organizations Pursuing a Vendor Consolidation
Strategy Have Been Doing So for at Least One Year

Pursuing /Plan to Pursue Vendor
Consolidation Strategy

Duration of Vendor
Consolidation Strategy

20% 77 Less
We have no plans .-=" Than1Year -“%
to pursue & vendor et

consolidation strategy
in next 2-3 years

We are
currently
pursuing
a vendor
3to b Years
consolidation - 26%
51% . strategy
We plan to
pursue a vendor “mal
conseolidation el More Than I-”L
strategy in next et _5 Years
2-3 years Tl
0% 30% 60%
n = 390, all respondents; excluding don’t know n = 114, currently pursuing & vendor consolidation
@ Dows your organization hawe plans to pursue a vendo strategy {912}: EI¢|Udil‘1l; dan't know
Ck For how long has vour organization pursued thes vendo
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Sources:

Oracle and KPMG Cloud Threat Report 2020
Gartner: Top Security and Risk Management Trends 2021 E



https://www.oracle.com/security/cloud-threat-report/
https://www.gartner.com/document/3999990

Will More Tools Result in Better Security?

Integration

A lot of security tools!
Many different APIs

Interoperability

Customers have to put tools together
themselves
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Ease-of-Use
No real instructions
Experts required

Monitoring
Multiple dashboards & workflows

Many vendors




Users, Apps,
Data,
Infrastructure

Defense in Depth
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Assessing Your Security

Database Assessment Data Safe IAM Assessment

IDENTITY & ACCESS MANAGEMENT
ASSESSMENT AND ROADMAP WORKSHOP

‘A3 the volume of id
grow within organizations, including cloud services and the usage of more and more
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e Assess your current state
* Develop a mitigation strategy based on findings and company strategy

* |dentify incremental and ongoing steps to reduce risk and improve security
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Thank youl!
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