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BENEFITS OF THE DIGITAL ECONOMY

Global market reach 
and lower costs

New innovative 
opportunities for 

entrepreneurship and 
job creation

Progress towards a 
sustainable 
and circular 

economy

Data and 
Information 
availability  = 
accurate and 

efficient policies

Boost in efficiency 
and productivity

Better/personalised 
products services 

(i.e. health, 
education)

Progress in 
developing 
countries

Global cooperation 
and connectivity



Scrapping

Automated
decision-making

Unauthorized
profiling
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Data breaches

Foreign
interference

Mass 
surveillance

Supply
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algorithms

Social
digital divide

Inequality

Obstacles to
competition

Loss of data and
innovation control

Lack of
interoperability

Job
replacement

Environmental
threats

Human rights
violations

Privacy and 
Data Protection

Cybersecurity

Digital
power 

concentration

Discrimination
and digital divide

Sustainability

RISKS OF 

THE DIGITAL 

ECONOMY



Privacy & Cybersecurity Governance



KNOWLEDGE

INFORMATION

PREVENTION

RECOVERY

CONTACT

How to address the risks?

Know your data and identify
high-risk processing activities

KNOWLEDGE

Inform about data processing, 
cyberattacks, data incidents, 
and safeguards, and train your 
staff

INFORMATION

Carry out a risk-based impact 
assessments, implement and 
update monitoring systems

PREVENTION

Respond to attacks or incidents 
fast and with limited negative 
impacts

RECOVERY

Identify team responsible for 
data and cybersecurity 
governance

CONTACT

DATA 
GOVERNANCE



Technology Governance



Use good quality 
datasets, adequately 
assess data transfers

DATA 
GOVERNANCE

Have record-keeping 
mechanisms, share 
information with users 
and authorities

Oversee the entire 
lifecycle of the 
technology

HUMAN 
SUPERVISION

Adopt risk management 
systems, conduct regular 
monitoring

Comply with 
competition rules, 
adopt Codes of 
Conduct and Ethics

BEST PRACTICESPREVENTIONTRANSPARENCY

Develop trustworthy 
technologies, 
implementing ESG and 
sustainable development 
trends

TECHNOLOGY 
ETHICS

How to minimize risks when developing technologies?



Ethical and Sustainable Governance



Adopt PRINCIPLES FOR
RESPONSIBLE INVESTMENT01

Implement DIVERSITY and 
FUNDAMENTAL RIGHTS policies 
and carry ESG DUE DILIGENCE

02

Comply with the REQUIREMENTS 
FOR TRUSTWORTHY TECHNOLOGIES 

03

Promote CIRCULAR ECONOMY 
and DECARBONIZATION

05

Develop RESPONSIBILITY and 
SUSTAINABILITY policies

04

How to develop and implement ESG?

ESG
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